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EXECUTIVE SUMMARY

The relentless growth of cybercrimes against 
corporations reigns as one of the great corporate 
governance challenges of our times. Our aim 
in this Legal Research Report is to encourage 
the largest number of corporate boards and 
individuals in governance roles to step up and 
devise and implement proper, eϜective corporate 
cybersecurity governance strategies. 

Consequently, we analyze the relevant concepts, 
principles and issues in this area, ultimately laying 
out a concrete set of best practices, standards and 
guidelines in establishing and maintaining a high 
quality cybersecurity governance strategy. Because 
law and legal principles loom large in this overall 
story, we accord them a central position.

Here are the questions that we answer in this 
report:

1.  What are the legal and economic risks and 
impacts for businesses that accompany 
cybercrime and other cyber threats? What 
similarities or diϜerences exist, if any, in 
these risks and impacts as between public 
companies and private companies? What are 
the implications of these risks and impacts 
for private companies that are, or that 
anticipate being, funded by private equity or 
venture capital ɲrms? As to both public and 
private companies, to what extent, and in 
what ways, should a company’s legal counsel 
participate in the cybersecurity governance 
process?
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• “Piercing the Corporate Veil,” in which a 
court grants a plaintiϜɅs request that the usual 
protection of limited liability (the corporate 
Ɉveilɉ of protection) be ignored or set aside 
and that therefore individual directors, oʛcers 
or shareholders be held liable along with the 
corporation. This is a rarely granted remedy, 
but it may be imposed when the corporate 
protections are abused and there has been 
a basic injustice done to a party outside the 
corporation (it doesn’t apply to injuries to 
shareholders.) 

Question 4

ϥn Section V entitled ɈɄBest PracticesɅ Standards 
and Guidelines for Cybersecurity Governance,ɉ 
we present examples of the highest quality, gold 
standard approaches to cybersecurity governance. 
The examples are taken from the most prominent 
and respected systems being employed today: 

• National Institute of Standards and 
Technology (NIST) Voluntary Framework

• American Bar Association (ABA) Initiatives

• National Association of Corporate Directors 
(NACD) Principles

• FINRA Principles and Effective Practices

• U.S. Securities and Exchange Commission 
SEC Guidance

• U.S. Department of Justice Best Practices 
for Victim Response and Reporting of Cyber 
Incidents 

These best practices should be key reference 
points in designing and implementing a high-
quality cybersecurity governance program. We also 
proceed to give some common-sense advice about 
setting up or improving such a program. Finally 
we provide advice to legal counsel on how to best 
represent companies with cybersecurity challenges 
(which means all of them).
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• Certain industries were more vulnerable to 
churn;

• Detection and escalation costs are at a record 
high;

• Notiɲcation costs increased slightly;

• Post data breach costs increased.5

Against this general background, it is no surprise 
that corporate leaders are now truly concerned 
about this problem. In a 2014 survey of nearly 
500 company directors and general counsel, 
Ɉdata securityɉ was the top area of governance 
that Ɉkeeps [directors] up at night,ɉ and it was the 
second most important area for in-house counsel, 
after regulatory compliance. Relatedly, corporate 
law departments ranked cybersecurity as a Ɉhigh 
concern,ɉ both company-wide and within the law 
department.6 

Who are the violators? What do they want? 
What methods do they use? 

Proper cybersecurity governance requires a full 
and clear understanding of who is perpetrating 
acts of cybercrime and other injurious cyber 
incidents, why they engage in such acts and what 
methods they use. At a March 26, 2014 roundtable 
on cybersecurity sponsored by the SEC, one 
commentator, viewing the challenge globally 
and including all sectors of society, oϜered the 
following answers:

• The Violators and their Objectives

• Nation-statesɁspies who seek to steal 
our national security secrets or our 
intellectual property

• Organized criminals who use 
sophisticated cyber tools to steal our 
identity and our money

• Terrorists who want to attack our 
infrastructure, or

• Hacktivists that are trying to make a 
social statement by stealing information 
and then publishing it to embarrass 
organizations 

• Their Methods

• Destruction of data or hardware as the 
world saw with the Saudi Aramco or the 
banks in South Korea

• Denial of service of the types that 
ɲnancial institutions suϜered over a 
period of months

• Ransomware where ɲles are encrypted 
until ransom is paid

• Theft where identity and money is 
stolen as we saw with the recent retail 
breaches.7
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2. Other Risks and Impacts: Legal 
Liability; Reputational Damage; 
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• The Gramm-Leach-Bliley Act (mandates privacy 
and security requirements for non-bank 
ɲnancial institutions);16

• The Children’s Online Privacy Protection Act;17

• The CAN-SPAM Act;18 and

• The Telemarketing and Consumer Fraud and 
Abuse Prevention Act.
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securities laws, and the U. S. Securities and 
Exchange Commission (SEC) issued an extensive 
framework of rules and regulations to provide 
for implementation of those laws. The following 
non-exclusive list of statutes lies at the core of SEC 
regulation; they are also pertinent to its regulatory 
activities in the cybersecurity area:

• Securities Act of 193327 (requires that investors 
receive ɲnancial and other signiɲcant 
information concerning securities being 
oϜered for public sale; and prohibits deceit, 
misrepresentations, and other fraud in the 
sale of securities);

• Securities Exchange Act of 193428 (created 
the Securities and Exchange Commission; 
empowers the SEC with broad authority over 
all aspects of the securities industry);

• Trust Indenture Act of 193929 (regulates certain 
aspects of sales of debt securities such as 
bonds, debentures, and notes that are oϜered 
for public sale);

• Investment Company Act of 194030 (regulates 
the organization of companies, including 
mutual funds, that engage primarily in 
investing, reinvesting, and trading in securities, 
and whose own securities are oϜered to the 
investing public);

• Investment Advisers Act of 194031 (regulates 
investment advisers).

Cybersecurity: CF Disclosure Guidance and 
Relevant Regulations

The SEC has been interested in cybersecurity 
governance for a number of years, but it has 
substantially increased its compliance and 
enforcement activities in keeping with the vastly 
increased need for such a regulatory enhancement. 
In that regard, the agency has issued several key 
initiatives in the area. Here are the major ones:

• CF Disclosure Guidance: Topic No. 2.32 
(SEC Guidance) Although the SEC Guidance 
does not have the legally binding eϜect of a 
statute or a rule or regulation, and it neither 
creates any new duties nor elevates the level 
of any existing ones, it is nonetheless very 

important. This is true because it both (1) 
signals that the SEC considers cybersecurity to 
be a priority and (2) identiɲes relevant areas in 
documents ɲled with the SEC that particularly 
deserve sensitivity to cybersecurity disclosure. 
The disclosure areas, which appear in most 
SEC disclosure forms, are listed in the SEC 
Guidance because disclosure in these areas is 
highly relevant to the agency’s cybersecurity 
goals. 

• Cybersecurity Examination Initiative. 

• As a follow-up to the issuance 
of this guidance, the SEC staϜ 
in the Division of Corporation 
Finance began a review of the level 
and quality of public company 
disclosures of cybersecurity practices 
and risks. This review included 
ɈCommentɉ letters to 50 public 
companies of various sizes and 
from a wide variety of industries. 
Note that the receipt by a company 
of such a letter from SEC staϜ 
providing speciɲc comments about 
that particular company’s disclosure 
practices is a Ɉhigh alertɉ event. 
Well-informed companies (including 
those that become informed about 
the comments) tend to Ɉget the 
messageɉ that the SEC is seeking 
high quality disclosure in the areas 
identiɲed in the letter. 

• Regulation S-P 

• Regulation S-P33 contains the privacy 
rules promulgated by the SEC 
under Section 504 of the Gramm-
Leach-Blilely Act (Act).34
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that other, more speciɲc, measures, 
and it has provided a suitable basis 
for enforcement activity in the 
cybersecurity area.

• Rule 30(a) of Regulation S-P is 
known as the ɄɄSafeguard Rule.ɉ ϥt 
requires that: ɈEvery broker, dealer, 
and investment company, and 
every investment adviser registered 
with the Commission must adopt 
policies and procedures that 
address administrative, technical, 
and physical safeguards for the 
protection of customer records 
and information.ɉ Such policies and 
procedures must be reasonably 
designed to: Ɉ(a) ϥnsure the security 
and conɲdentiality of customer 
records and information; (b) Protect 
against any anticipated threats or 
hazards to the security or integrity of 
customer records and information; 
and (c) Protect against unauthorized 
access to or use of customer records 
or information that could result in 
substantial harm or inconvenience to 
any customer.ɉ36 

• Regulation Systems Compliance and 
Integrity (Regulation SCI) 

• The SEC adopted Regulation SCI37 
on November 19, 2014, in order 
to establish uniform requirements 
relating to the automated systems of 
�����
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to detect, prevent, and mitigate 
identity theft in connection with 
certain existing accounts or the 
opening of new accounts. The rules 
include guidelines to assist entities 
in the formulation and maintenance 
of programs that would satisfy the 
requirements of the rules. The rules 
also establish special requirements 
for credit and debit card issuers.

• Notably, the prevention program 
requires the involvement of the 
board of directors (or committee 
thereof) or a designated senior 
manager in the approval, oversight, 
development, implementation and 
administration of the program.  

Cybersecurity Compliance and 
Enforcement 

Based on the SEC Guidance and the rules and 
regulations described above, the SEC has launched 
various cyber-related enforcement actions. The 
following are examples of these eϜorts. 

• In an action brought under Regulation S-P, In 
the Matter of LPL Financial Corporation40 (LPL), 
the SEC targeted a registered broker-dealer 
and investment adviser, claiming that it Ɉhad 
insuʛcient security controls to safeguard 
customer information at its branch oʛces, 
LPL failed to implement adequate controls, 
including some security measures, which left 
customer information at LPLɅs branch oʛces 
vulnerable to unauthorized access.ɉ According 
to the SEC, the deɲciencies allowed hackers to 
make unauthorized trades in various customer 
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but did not requireɁthat its registered 
representatives maintain antivirus software 
on their computers, which the registered 
representatives used to access customer 
account information on the ɲrmɅs intranet and 
trading platform. In addition, Commonwealth 
did not have procedures in place to 
adequately monitor and review its registered 
representatives’ computer security measures 
and their implementation. In November 
2008, through the use of a computer virus, 
an unauthorized party obtained the log-in 
credentials of a Commonwealth registered 
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Against this background of investigation, evaluation 
and assessment, FINRA has proceeded with 
various enforcement matters. The following 
cases, presented by FϥNRA as a ɈCase Study,ɉ are 
reproduced verbatim from the FINRA Report. 
They are illustrative of present and likely future 
enforcement scenarios.

• Case Study I 
In one instance where FINRA took enforcement 
action, an online ɲrm opened four accounts 
for higher-risk foreign customers who engaged 
in a pattern of fraudulent trading through the 
ɲrmɅs Direct 
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Cybercrime; DOJ Organizational 
Framework and Mission

The ɈComputer Crime and ϥntellectual Property 
Sectionɉ (CCϥP S) of the U. S. Department of 
Justice (DOJ) Criminal Division is responsible for 
implementing the Department’s national strategies 
in combating computer and intellectual property 

http://www.justice.gov/usao/cac/Pressroom/2015/034.html
http://www.justice.gov/usao/cac/Pressroom/2015/034.html
http://www.justice.gov/usao/cac/Pressroom/2015/034.html
http://www.justice.gov/opa/pr/member-organized-cybercrime-ring-sentenced-150-months-prison-selling-stolen-and-counterfeit
http://www.justice.gov/opa/pr/member-organized-cybercrime-ring-sentenced-150-months-prison-selling-stolen-and-counterfeit
http://www.justice.gov/opa/pr/member-organized-cybercrime-ring-sentenced-150-months-prison-selling-stolen-and-counterfeit
http://www.justice.gov/usao-ndca/pr/sprint-communications-inc-agrees-pay-155-million-resolve-allegations-overcharging-law
http://www.justice.gov/usao-ndca/pr/sprint-communications-inc-agrees-pay-155-million-resolve-allegations-overcharging-law
http://www.justice.gov/usao-ndca/pr/sprint-communications-inc-agrees-pay-155-million-resolve-allegations-overcharging-law
http://www.justice.gov/usao-ndca/pr/sprint-communications-inc-agrees-pay-155-million-resolve-allegations-overcharging-law
http://www.justice.gov/usao/iln/pr/chicago/2015/pr0402_01.html
http://www.justice.gov/usao/iln/pr/chicago/2015/pr0402_01.html
http://www.justice.gov/opa/pr/four-charged-international-uganda-based-cyber-counterfeiting-scheme
http://www.justice.gov/opa/pr/four-charged-international-uganda-based-cyber-counterfeiting-scheme
http://www.justice.gov/usao-edla/pr/new-orleans-man-pleads-guilty-selling-counterfeit-movie-dvds-and-music-cds-0
http://www.justice.gov/usao-edla/pr/new-orleans-man-pleads-guilty-selling-counterfeit-movie-dvds-and-music-cds-0
http://www.justice.gov/opa/pr/fourth-member-international-computer-hacking-ring-pleads-guilty-hacking-and-intellectual
http://www.justice.gov/opa/pr/fourth-member-international-computer-hacking-ring-pleads-guilty-hacking-and-intellectual
http://www.justice.gov/opa/pr/fourth-member-international-computer-hacking-ring-pleads-guilty-hacking-and-intellectual
http://www.justice.gov/usao/nce/press/2015/2015-mar-31.html
http://www.justice.gov/usao/iln/pr/chicago/2015/pr0115_01.html
http://www.justice.gov/usao/iln/pr/chicago/2015/pr0115_01.html
http://www.justice.gov/usao/iln/pr/chicago/2015/pr0115_01.html
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The Gameover Zeus botnet was a global 
network of somewhere between 500,000 
and one million infected victim computers 
which were used to steal millions of dollars 
from businesses and consumers. ϥt was 
also a common distribution mechanism for 
CryptolockerɁa form of malicious software 
that would encrypt the ɲles on victimsɅ 
computers until they paid a ransom. Security 
researchers estimate that, as of April 2014, 
Cryptolocker had infected more than 234,000 
computers…

In any event, the sort of collaboration that we 
achieved in the Gameover Zeus operation was 
not an aberration.  ϥt is the new normalɎ 

But we also want to help you. Last December, 
at the Legal Symposium on cybercrime on this 
campus, I announced that the department 
was taking the ɲght against cybercrime in 
a new direction. ϥ announced the Criminal 
Division’s plan to work more closely with the 
private sector and federal agencies to address 
cybersecurity challenges. We created a hub 
for the Division’s cybersecurity work, which 
is the new Cybersecurity Unit in CCIPS … In 
creating the Unit, we hope to use the lessons 
that CCIPS has learned and the skills that its 
prosecutors have gained from investigating 
and disrupting cybercrime to create actionable 
guidance and to support public- and private-
sector cybersecurity eϜorts.65

5. 
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consumers who use or visit its commercial 
Web site or online service and the categories 
of third-party persons or entities with whom 
the operator may share that personally 
identiɲable information

 
In addition, the statute states the following:
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• ϥllinois Attorney General Lisa Madigan ɲled 
suit against FileFax Inc., a document storage 
company, for allegedly exposing thousands 
of patient medical records containing 
social security numbers and other personal 
information. The records were those of 
patients of Suburban Lung Associates, which 
contracted with FileFax to maintain and 
destroy them. The suit alleges FileFax failed to 
provide safe and secure collection, retention, 
storage and destruction of the records, 
citing one instance where FileFax disposed 
of records in a publicly accessible unlocked 
garbage dumpster outside its facility.

• Vermont Attorney General William Sorrell 
ɲled a settlement with Embassy Suites South 
San Francisco, resolving allegations the hotel 
failed to notify consumers of a security breach 
without unreasonable delay. The hotel had 
received notiɲcation from customers of 
unauthorized charges on their credit cards, but 
did not send notice of a breach to residents 
until six months later.75

The publication also reports on the progress of 
state adoptions of new cyber-related laws, whose 
enactment will arguably greatly strengthen the 
capacity of state enforcement oʛcials to protect 
the public interest in this area.76     
    
One potential enforcement matter that illustrates 
how major cases evolve concerns an investigation 
by certain state attorneys general of the ɲnancial 
ɲrm J. P. Morgan Chase. Note the investigatory 
approach and the adroit (and interestingly 
diϜering) uses of the media on the part of the 
attorneys general, as revealed in the following 
article excerpt from The Wall Street Journal. The 
news report identiɲes an investigatory scenario in 
which two state attorneys general may be on the 
verge of initiating enforcement action in behalf of 
consumers based on a claim of deɲciencies in the 
ɲrmɅs cybersecurity governance:

At least two state attorneys general are 
investigating J.P. Morgan Chase & Co. for its 
handling of a cyberattack this summer that 
compromised customer contact information 
of about 76 million households and 7 million 
small businesses, according to people familiar 
with the matter.

The oʛce of Connecticut Attorney General 
George Jepsen has been in contact with 
the bank regarding the cyberattack since 
the bank’s disclosure earlier this year, a 
spokeswoman for the attorney general said. 
She declined to provide further detail, saying it 
was a pending matter.

Illinois Attorney General Lisa Madigan is also 
looking into the breach. In a statement Friday, 
Ms. Madigan said that the cyberattack is 
among the most Ɉtroublingɉ breaches because 
it shows how vulnerable U.S. institutions and 
their databases are.

ɈMillions of Americans trusted Chase to secure 
their money and personal information, but by 
failing to be forthcoming, they have lost their 
conɲdence in Chase,ɉ she said in a statement. 
She noted the bankɅs ɲling this week about the 
attack Ɉonly revealedɎlimited details.ɉ

Ms. Madigan said the cyberattack demands 
a response from Ɉthe highest level of our 
governmentɉ and investigation results should 
be shared with the public, since consumers’ 
information and ɲnancial security is at risk.77

  
In general, a review of the various laws and 
enforcement activities at the state level make 
clear that the state law patchwork is obviously 
beneɲcialɁespecially where eϜorts are vigorousɁ
but the larger national picture of cybersecurity 
enforcement is not one of uniformity at present.

C. Private Litigation

Legal Theories Used in Lawsuits  
 
One important area of note in the cybersecurity 
arena is the challenge of private litigation against 
companies for failure to provide for proper 
cybersecurity governance. These cases are likely 
to be based on one or more of the following legal 
theories:

• Breach of contract;

• Breach of ɲduciary duty;

http://quotes.wsj.com/JPM
http://quotes.wsj.com/JPM
http://online.wsj.com/articles/j-p-morgan-says-about-76-million-households-affected-by-cyber-breach-1412283372
http://online.wsj.com/articles/j-p-morgan-says-about-76-million-households-affected-by-cyber-breach-1412283372
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• Waste of corporate assets;

• 
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system in our U.S. stores. On December 15, we 
removed the malware from virtually all registers 
in our U.S. stores. Payment card data used in 
transactions made by 56 additional guests in the 
period between December 16 and December 17 
was stolen prior to our disabling malware on one 
additional register that was disconnected from our 
system when we completed the initial malware 
removal on December 15. In addition, the intruder 
stole certain guest information, including names, 
mailing addresses, phone numbers or email 
addresses, for up to 70 million individuals. Our 
investigation of the matter is ongoing, and we are 
supporting law enforcement eϜorts to identify the 
responsible parties.

Expenses Incurred and Amounts Accrued  

In the fourth quarter of 2013, we recorded $61 
million of pretax Data Breach-related expenses, 
and expected insurance proceeds of $44 million, 
for net expenses of $17 million ($11 million after 
tax), or $0.02 per diluted share. These expenses 
were included in our Consolidated Statements of 
Operations as Selling, General and Administrative 
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investigation of the Data Breach is ongoing, and we 
are supporting law enforcement eϜorts to identify 
the responsible parties.

Litigation, Claims and Government 
Investigations

In addition to the above expenses, we believe it 
is probable that the payment card networks will 
make claims against us. The ultimate amount 
of these claims will likely include amounts for 
incremental counterfeit fraud losses and non-
ordinary course operating expenses (such as card 
reissuance costs) that the payment card networks 
assert they or their issuing banks have incurred.
ϥn addition, at least 57 actions have been ɲled in 
courts in the U.S. and Canada, and other claims 
may be asserted against us on behalf of customers, 
payment card brands, payment card issuing banks, 
shareholders or others seeking damages or other 
related relief, allegedly arising from the Data 
Breach. Furthermore, several state and federal 
agencies, including State Attorneys General, are 
investigating events related to the Data Breach, 
including how it occurred, its consequences 
and our responses. We are cooperating in the 
governmental investigations, and we may be 
subject to ɲnes or other obligations.

Complaint

Aswad Hood, on behalf of himself 
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and Exchange Commission (ɈSECɉ) sent a 
comment letter demanding that WWC timely 
disclose such incidents in future ɲlings.

6. The defendants’ failures to implement 
appropriate internal controls at WWC 
designed to detect and prevent repetitive 
data breaches have severely damaged 
WWC. The Company is currently a defendant 
in a lawsuit ɲled by the Federal Trade 
Commission (ɈFTCɉ) alleging unfairness and 
deception-based violations of section 5 of 
the Federal Trade Commission Act (ɈFTC 
Actɉ) (the ɈFTC Actionɉ) [Redacted language] 
The FTC Action poses the risk of tens of 
millions of dollars in further damages to 
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http://www.investopedia.com/terms/i/ipo.asp
http://www.investopedia.com/video/play/private-equity-fundamentals/
http://www.investopedia.com/video/play/private-equity-fundamentals/
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LEGAL DUTIES AND LIABILITIES FOR 
CYBERSECURITY GOVERNANCE IMPOSED 
DIRECTLY ON THE BOARD OF DIRECTORS 
AND OFFICERS

A. State Law Duties and 
Liabilities Imposed on 
Directors and Officers 
to Promote Corporate 
Governance; The Fiduciary 
Duty Concept 

1.  Some Basic Concepts of 
Corporate Law

The corporation is a Ɉseparate legal entityɉ 
under the law, but it cannot act for itself. It must 
act through people, and these people take on 
roles such as directors, oʛcers, legal counsel, 
investment bankers and others (both inside and 
outside the corporation). Moreover, the board of 
directors plays a primary, indeed a central, role in 
the governance of the corporation. For example, 
Delaware General Corporation Law (DGCL) § 141 (a) 
provides as follows: 
 

The business and aϜairs of every corporation 
organized under this chapter shall be 
managed by or under the direction of a board 
of directors ….91 

The ɲduciary duty concept grows out of this 
Ɉcorporate statutory normɉ by introducing into 
corporate law certain standards of conduct and 
liability for how directors manage the corporation. 
Oʛcers and others working for the corporation 
are also ɲduciaries because their delegations of 
power and authority from the directors include 
certain duties. Note that in general, these ɲduciary 
duties are owed to the corporation and the 
shareholders92. This means that usually only the 
corporation (including through a representative) 
or the shareholders may sue the directors and 

oʛcers in court based on violations (breaches) of 
these duties.93 Simply stated, the ɲduciary duty 
concept sends the following message:

Carry out your assigned duties properly, in 
the corporation’s and the shareholders’ best 
interests, and if you do not do so, you may be 
sued and held personally liable for economic 
injuries that come to the corporation or the 
shareholders because of that failure of duty.

ϥn pursuit of this basic command, ɲduciary duty 
law has generally been structured into two major 
duties, the ɲduciary duties of care and loyalty, 
as well as certain additional duties, notably for 
our purposes, the ɲduciary duties of oversight 
(monitoring).94

2.  The Fiduciary Duty of Care and 
the Business Judgment Rule

Purpose of the Duty     
    
The ɲduciary duty of care (FDC) is one a 
fundamental requirement and guide in corporate 
law whose rationale is clearly self-evident. More 
particularly, to provide a speciɲc example, American 
Law Institute (ALI) Principles of Corporate Governance, 
Section 4.01(a) requires that directors carry out 
their work for the corporation: 

in good faith, in a manner that he or she 
reasonably believes to be in the best interests 
of the corporation, and with the care that an 
ordinarily prudent person would reasonably 
be expected to exercise in a like position and 
under similar circumstances. 95  

Furthermore, directors must meet this standard 
at a minimum, meaning that they have no legal 



29



30

Stone courts characterized a plaintiϜɅs chances 
of winning in a lawsuit like this against the 
directors as Ɉpossibly the most 
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C. Exceptions to Limited 
Liability: “Direct” or 
“Active” Participation in the 
Corporate Violation 

Another exception to, or limitation on, limited 
liability is that of Ɉdirectɉ or Ɉactiveɉ participation. 
This legal concept is completely separate and apart 
from piercing the corporate veil. ϥn eϜect, the 
concept says the following:

Just because you work for a corporation, you 
don’t have limited liability in every situation. 
If you participate directly or actively in an 
illegal act (including supervising others in 
the commission of one), you will be held 



http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
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• Report and Resolution 109, Adopted at the 
2014 Annual Meeting in Boston 

August 2014 

This Resolution addresses cybersecurity 
issues that are critical to the national and 
economic security of the United States 
(U.S.). ϥt encourages private and public 
sector organizations to develop, implement, 
and maintain an appropriate cybersecurity 
program that complies with applicable ethical 
and legal obligations, and is tailored to the 
nature and scope of the organization, and to 
the data and systems to be protected.

• Report and Resolution 118, Adopted at the 
2013 Annual Meeting in San Francisco 

August 2013 

This Resolution condemns intrusions into 
computer systems and networks utilized 
by lawyers and law ɲrms and urges federal, 
state, and other governmental bodies to 
examine and amend existing laws to ɲght such 
intrusions.

• Cybersecurity Legal Task Force: Resolution 
and Report to the ABA Board of Governors 

November 2012  

The ABAɅs Board of Governors approved 
a policy in November comprised of ɲve 
cybersecurity principles developed by the 
Cybersecurity Legal Task Force. The Resolution 
reads as follows:

RESOLVED, That the American Bar 
Association urges the Executive and 
Legislative  branches to consider the 
following guiding principles throughout 
the decision-making process when making 
U.S. policy determinations to improve 
cybersecurity for the U.S. public and 
private sectors:

• Principle 1: Public-private 
frameworks are essential to 
successfully protect United States 
assets, infrastructure, and economic 
interests from cybersecurity attacks.

• Principle 2: Robust information 
sharing and collaboration between 
government agencies and private 

industry are necessary to manage 
global cyber risks.

• Principle 3: Legal and policy 
environments must be modernized 
to stay ahead of or, at a minimum, 
keep pace with technological 
advancements.

• Principle 4: Privacy and civil liberties 
must remain a priority when 
developing cybersecurity law and 
policy.

• Principle 5: Training, education, 
and workforce development of 
government and 18 corporate senior 
leadership, technical operators, and 
lawyers require adequate investment 
and resourcing in cybersecurity to be 
successful.118   

• House of Delegates: Resolution 105A, 
Adopted at the 2012 Annual Meeting in 
Chicago 

August 2012 

The ABA House of Delegates amends the black 
letter and Comments to Model Rules 1.0, 1.6, 
and 4.4, and the Comments to Model Rules 1.1 

http://www.americanbar.org/content/dam/aba/events/law_national_security/2014annualmeeting/ABA - Cyber Resolution 109 Final.pdf
http://www.americanbar.org/content/dam/aba/events/law_national_security/2014annualmeeting/ABA - Cyber Resolution 109 Final.pdf
http://www.americanbar.org/content/dam/aba/administrative/law_national_security/resolution_118.pdf
http://www.americanbar.org/content/dam/aba/administrative/law_national_security/resolution_118.pdf
http://www.americanbar.org/content/dam/aba/marketing/Cybersecurity/aba_cybersecurity_res_and_report.pdf
http://www.americanbar.org/content/dam/aba/marketing/Cybersecurity/aba_cybersecurity_res_and_report.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120802_revised_resolution_105a.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120802_revised_resolution_105a.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120802_revised_resolution_105a.authcheckdam.pdf
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Association of Corporate Directors (NACD) has 
produced a guidance document entitled Cyber 
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• Technical Controls

Principle: Firms should implement technical 
controls to protect ɲrm software and 
hardware that stores and processes data, as 
well as the data itself.

• Incident Response Planning

Principle: Firms should establish policies 
and procedures, as well as roles and 
responsibilities for escalating and responding 
to cybersecurity incidents.

• Vendor Management

Principle: Firms should manage cybersecurity 
risk that can arise across the lifecycle of 
vendor relationships using a risk-based 
approach to vendor management.

• Staff Training

Principle: Firms should provide cybersecurity 
training that is tailored to staϜ needs.

• Cyber Intelligence and Information Sharing

Principle: Firms should use cyber threat 
intelligence to improve their ability to identify, 
detect and respond to cybersecurity threats.

• Cyber Insurance

Principle: Firms should evaluate the utility of 
cyber insurance as a way to transfer some risk 
as part of their risk management processes.

 

5.  
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• ϥdentify Your ɈCrown Jewelsɉ 

• Have an Actionable Plan in Place Before 
an Intrusion Occurs 

• Have Appropriate Technology and 
Services in Place Before An Intrusion 
Occurs 

• Have Appropriate Authorization in Place 
to Permit Network Monitoring

• Ensure Your Legal Counsel is Familiar 
with Technology and Cyber Incident 
Management to Reduce Response Time 
During an Incident 

• Ensure Organization Policies Align with 
Your Cyber Incident Response Plan

• Engage with Law Enforcement Before an 
Incident 

• Establish Relationships with Cyber 
Information Sharing Organizations 

• Responding to a Computer Intrusion: 
Executing Your Incident Response Plan

• Step 1: Make an Initial Assessment

• Step 2: Implement Measures to Minimize 
Continuing Damage 

• Step 3: Record and Collect Information

• Step 4: Notify

• What Not to Do Following a Cyber Incident

• Do Not Use the Compromised System to 
Communicate 

• Do Not Hack Into or Damage Another 
Network 

This very thorough set of guidelines concludes with 
a ɈCyber ϥncident Preparedness Checklistɉ130 that is 
extremely helpful in and of itself.

B. Practical Advice on 
Cybersecurity Governance

The practical advice contained in this section is 
the product of many of the sources used in this 
Research Paper. The advice is not exhaustive, but 

it is meant to be comprehensive by serving as 
the core of a cybersecurity corporate governance 
program under the supervision of the corporation’s 
board of directors:

• First, review all the best practices standards 
and guidelines discussed above and compare 
your own company’s program to them, both at 
a distance and in detail;

• Consider retaining a consultant on 
cybersecurity governance (remember the 
diϜerence between this type of professional 
and an IT expert). For most companies, this 
is a cost-eϜective measure, and the cost 
certainly compares favorably to the direct and 
secondary costs of a cyberattack; 

•  The process of designing or improving a 
cybersecurity governance program should 
include at least the most aϜected stakeholders 
(board of directors and relevant board 
committees, oʛcers, ϥT personnel, legal 
counsel and perhaps the most substantial 
shareholders);

• Obtaining buy-in for acceptance requires 
open endorsement at the highest levels of the 
company, with those persons participating 
in presentations, training sessions and other 
means of clarifying that the program is an 
integral part of the company’s corporate 
governance framework;

• Remember that constant evaluation and 
monitoring of the programɅs eϜectiveness is a 
fundamental requirement, which is a universal 
best practice. 
 

C. The Role of Legal Counsel; 
Best Practices

As emphasized in Section II (E) of this Research 
Report, the role of legal counsel is crucial in 
cybersecurity governance. Essentially, they play 
a special, exclusive role in guiding the board of 
directors, the oʛcers and the staϜ through the 
entire governance process, while bringing to bear 
a thorough knowledge of the law and the legal 
implications of every signiɲcant decision and choice 
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in that process. The following guidance is the 
product of a 10-point agenda developed by Harriet 
Pearson (ϥBMɅs ɲrst global privacy oʛcer) and a 
study conducted by the Maurer School of Law at 
Indiana University. It should be borne in mind by 
legal counsel in performing these duties.

1.  Fulfill Fiduciary Duty of Board and 
Management. Prove the company’s directors 
and management met their duty to safeguard 
the company’s stock price and assets. (32% of 
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